CHAPTER 6

Data Lncrypltion Standard (DES)

(Solution to Practice Set)

Review Questions

1.

The block size in DES 1s 64 bits. The cipher key size 1s 56 bits. The round key size
is 48 bits.

2. DES uses 16 rounds.

3. In the first approach, DES uses 16 mixers and 15 swappers in encryption or

decryption algorithm; in the second (alternative approach), DES use 16 mixers and
16 swappers in encryption or decryption algorithm.

. In DES, encryption or decryption uses 16 x 2 + 2 = 34 permutations, because each

mixer uses two permutations and there are two permutations before and after the
rounds. The round-key generator uses 17 permutation operations: one parity drop
and 16 compression permutation operations for each round.

. The total number of exclusive-or operations 1s 16 = 2 =32, because each round

uses two exclusive-or operations (one inside the function and one outside of the
function).

. The input to the function is a 32-bit word, but the round-key 1s a 48-bit word. The

expansion permutation is needed to increase the number of bits in the input word

to 445,

. The cipher key that is used for DES include the parity bits. To remove the parity

bits and create a 56-bit cipher key, a parity drop permutation is needed. Not only
does the parity-drop permutation drop the parity bits, it also permutes the rest of
the bits.



8. A weak key 1s the one that. after parity drop operation. consists either of all Os, all

15,

or half Os and half 1s. Each weak key is the inverse of itself: E ((E.(P))=P. A

semi-weak key creates only two different round keys and each of them is repeated

elght times. The semi-weak round keys come in pairs, where a key in the pair 1s the
inverse of the other key in the pair: E | {(Ep»(P)) = P. A possible weak key is a key
that creates only four distinct round keys: in other words. the sixteen round keys
are divided into four groups and each group is made of four equal round keys.

9.

10.

Double DES uses two instances of DES ciphers for encryption and two instances
of reverse ciphers for decryption. Each instance uses a different key. which means
that the size of the key 15 112 bits. However, double DES 1s vulnerable to meet-in-
the-middle attack.

Triple DES uses three stages of DES for encryption and decryption. Two versions
of triple DES are in use today: triple DES with two keys and triple DES with three
keys. In triple DES with two keys, there are only two keys: K| and K. The first
and the third stages use K |: the second stage uses K 5. In triple DES with three
keys, there are three keys: K. K,. and K.

Exercises
11.
aA.
Input: 110111 - 3N - Qutput: 03 0011)
b.

Input: 0 01100 . 0,6 . Qutput: 09 1001)



Input: 0 00000 . 0,0 . Qutput: 04 0100)

Input: 111111 . 315 Qutpat: 09 1001)

12. The following table shows the output from all boxes. No pattern can be found:

Lt Bard | Borl? | Bovd | Bard | Bard | Sard | Bar7 | Sard

LU 1110 1 1010 0 D010 110 | 100 1101

13. The following table shows the output from all boxes. No pattern can be found:

Lo Bovd | Bor? | Bovd | Bard | Sard | SBard | Bovr 7 | Sar &

1 11m 1001 1100 1110 0011 0011 1101 1011

14.

a. The following shows that 3 bits will be changed in the output.

Input: 0 00000 S 00,00 - Output: 10 (1010)
Input: 0 0000 1 S 0,00 Qutput: 13 1101)

b. The following shows that 2 bits will be changed in the output.

Input: 111111 . 03,15 Output: 09 (1001)
Input: 111011 . 03,14 Output: 14 (1100)

15.

a. The following shows that 2 bits will be changed in the output.

Input: 0 01100 S 00,06 Qutput: 03 0011)
Input: 0 00000 S 00,00 Output: 15 (1111)

b. The following shows that 2 bits will be changed in the output.



Input: 1 1001 1
Input: 1 11111

16.

—

03, 09
03,15

a. The following shows that two outputs are different.

Input:0 01100
Input: 1 10000

—

00, 06
02,08

b. The following shows that two outputs are different.

Input: 110011
Input:0 0111 1

—

—

03,09
01,07

Outpat: 06 0110)
Output: 09 (1001)

Output: 09 (1001)
Qutput: 15 (1111)

Output: 04 0100)
Output: 03 0011)

17. The following table shows 32 input pairs and 32 output pairs. The last column 1.
the difference between the outputs.

SHEErei Perery (el Perirs 7
Q0000 (000 (LN [110 1100
000010 (00011 [ 100 1011 0111
000100 (00101 0100 (010 0110
00110 000111 0001 1100 1111
001000 (IO arnl (100 0011
001010 (01011 1010} (0111 1001
Q01100 (01101 [orl 1101 0110
[N [ERN 01 (01 0111
OT0000 (1000 100K} 0101 1101
010010 (10011 0101 (KM 0101
010100 CTOT0H 0ol [111 1100
[ 010111 L1111 10110 0101
Q11000 (1 1001 [ 101 (011 1110
OLolo oriofl (000 (M 1001
OTTT00 OTTT01 1110 1N 0110
TN Orren 1001 0110 1111
TORRNO0 TONNNOT 0110 [O1T 1101
[0 100011 (LN U] LHH) 1010
TTHITON TOOTOT 00T [T00 1101
[T TO TOOTTT [OTT OITI 1100




OTTOTD OTTOTT 0000 [T0T 1001
OTTT0 O1TI01 110 [000 0110
[IRRRIY] oLt 1001 0110 1111
TR TTO00T 0110 01T 1101
00T [T00TT 0010 [0 1010
TTHTTH TTROTOT oonT 100 1101
[TOTT0 TOOTTT 01T U111 1100
TR TOT00T 010 T 1011
T TTTOTT TTOT 110 0011 |
TOTTINT TOTTOT (1101 0 0101
[OTT10 01111 TO00 [T01 0101
TTRRID TTO00T TTTT 0110 1001
TTTRITO TTOOTT 00T 111 0110 |
[T TTOTOT [T00 00 T
TTOTTO TTOTTT T TTRIT 1100
TTTTRRD TTIO0T OTT0 010 T |
TTTOT0 TTTOTT O0TT 0100 (110 ) .
TETIURY IR RLN LLLL L 0101
TTTTT0 TTTTTT TTT0 TRITT 0T |

If we sort the table on last column {(output differences). we get the following: two
(0011)7s, five (0101)'s, four (O110)’s, three (0111)'s, three (0111)"s, one (1010),
one (1011), one (1100), five (1100)s, four (1101)"s, one (1110), and two (1111)’s.
None of the group has a size larger than eight.



18. For 5-Box 7, we set the first (leftmost) input bit to (0. We change the other five
input bits. We then observe one of the output bits (we have chosen the third bit
from the let) and count how many (°s and how may 1’s we obtain for this bit.
These two count must be close to each other. The following table shows inputs and

outputs.
Laput Quiput Thhirdd b

0 0000 0 0190

0 0000 1 Y

0 0001 0 10g1

0 0001 1 000

0 0010 0 0010

0 0010 1 Tog1

0 0011 O 1120

0 0011 1 D111

0 0100 0 1111

0 0100 1 010 0

0 0101 0 n0go 0

0 0101 1 [0go 0

0 0110 0 10Q0 0

0 0110 1 noel 0
001110 I1gl 0
00111 1 1010

0 1000 0 0011l

0 1000 1 1110

0 1001 0 1190 0

0 1001 1 0011l |
0 10100 rogl 0

0 1010 1 0Tgl 0

0 10110 0111 “
0 (0171 [Tg0D

0 11000 0Tgl 0

0 [T00 1 0010

0 (1010 0310

0 [T0T 1 [Tl

0 [T100 00g0

0 TTI01 [0 0

0 ITIT0 00l 0

0 ITITT1 0110 _

As the table shows we have 17 0°s and 15 1’5 close enough.

19. Figure 56.19 shows the situation. The inputs to 5-box 7 in round 2 comes from six
different S-boxes in round 1.



Figure S6.19 Soduvion io Frercive 79
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a. The six inputs to S-box 7 in round 2 come from six outputs (37, 38, 39, 40, 41,
42) of expansion permutation box.

b. The above six outputs correspond to the six inputs (24, 25, 26, 27, 28, 29) in the
expansion permutation box (See Table 6.2 in the textbook).

€. The above six inputs correspond to the six inputs (09, 19, 13, 30, 06, 22) inputs
in the straight permutation box (See Table 6.11 in the textbook).

d. The above six inputs correspond to the outputs of six different S-Boxes (5-3. §-
5. 5-4, 5-8, 8-2, and 5-6) in round 1.



d. The above six inputs correspond to the outputs of six different 5-Boxes (5-3, 5-
5.5-4, 5-8. 5-2, and 5-6) in round 1.

20. Figure S6.20 shows the situation. The inputs to S-box 7 in round 2 comes from six

S-boxes in round 1.

Figure S6.20 Suiwiion fo Frercive 20
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a. The six inputs to 5-box 3 in round 4 come from six outputs (13, 14, 15, 16, 17,
18) of expansion permutation box in round 4.

b. The above six outputs corresponds to the six inputs (08, 09, 10, 11, 12, 13} in
the expansion permutation box in round 4 (See Table 6.2 in the textbook).

€. The above six inputs correspond to the six inputs (17, 01, 15, 23, 26. 05) inputs
in the straight permutation box (See Table 6.11 in the textbook).

d. The above six inputs correspond to the outputs of six different 5-Boxes (S8-5. §-
1. 5-4, 5-6. 5-7, and 5-2) in round 3. None of them come from S-3.

21. Figure S6.21 shows the situation. The outputs from S-box 4 in round 3 go to four
S-boxes in round 4.



Figure S6.21 Soluiion io Frercise 27
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a. The four outputs from S-box 3 in round 4 go to six outputs (26, 20, 10, 01) of

straight permutation box (See Table 6.1).

b. The above four outputs correspond to four outputs (33, 29, 15, 02) in the expan-

sion permutation box (See Table 6.11).

€. The above four inputs corresponds to the inputs of four different 5-Boxes (S-6,

5-3. 5-3, and 5-1) in round 4.

22. Figure 56.22 shows the situation. The outputs from S-box 6 in round 12 goes to
four different S-boxes in round 13. None of them go to S-box 6. So the criterion
cannot actually be tested by these exercise, but it does not violate the criterion

either.



Figure S6.22 Sodwvon ro Frercive 22
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23. Figure S6.23 shows the situation. We assume /= 5.

Figure $6.23 Soduvon to Evercive 27
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a. One output from S-box 3 (output 10) goes to the first input of S-box 5 (input
25).

b. An output from S-box 4 (output 14) goes one the last two inputs of S-box 6
{(input 29).

€. An output from S-box 6 (output 24) goes to one of the middle input of S-box 5
{(input 19).



24. The solution can be found in Figure S6.24. The outputs of 5-4 is distributed
between 5-1, 5-3. 5-5. and 5-7 in the next round.

Figure S6.24 Soduvion io Fyercise 24
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a. The output 16 zoes to bit 2 (one of the first two bits of 5-box 1).
b. The output 14 goes to bit 29 (the last bit of S-box 5).
¢. The output 15 goes to bit 15 (one of maddle bit of 5-box 3).

d. The output 13 goes to bit 33 (one of the middle bit of S-6).

25. Figure 56.25 will help us in this problem.
Figure 86.25 Soluvion to Erercive 25
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a. Only output 19 form 5-box 5 (in round 4) goes to S5-box 7 (in round 5). How-
ever, the input 38 is not a middle input. so the criterion does not apply. This
answers the question about this exercise, but we do some more investigations.

b. Output 18 from S-box 5 goes a middle input (21) in S-box 4 in the next round.
To check the criteria, we need to see il any input from S-box 4 goes to a middle
input in next round. Looking at Figure 56.24, we can see that this is not the
case. The criterion applies here.

€. We also observe that output 19 from 5-box 5 goes a middle input in S-box 1
(input 4). However, none of the inputs from S-box 1 in round 4 goes to a middle
input of 5-box 5 in the next round. Only one output from S-box 1 (output 2 goes
to S-box 5. input 26, but it 15 not a middle input). The criterion applies here.

Figure 56.26 Saluvion ro Kvercive 26
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27. Figure 56.27 shows a three-round cipher. We prove the equalities between the L's
and R’s from bottom 1o top. We have labeled each left section in the encryption L ,
and in the decryption (L 3°; we have labeled each right sections R in the encrypl-
ing and (R ) in decryption.



Figure 86.27 Soiurion ro Evercive 27
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a. Since [inal permutation and initial permutations are inverse ol each other (il

there is no corruption during transmission), we have
b. Using the previous equalities and the relations in the mixers, we have

(L) =(R3)'=R3=R, (Ry) =(L3)" & fTR3)", K;]

(Ry) =L; & /R, K]

(Ra) =L; & fIR;. K] @ fIR;. Ki]
L) =Ry Ry =L,

¢. Using the previous equalities and the relations in the mixers, we have

(L) =R, =L,=R, (R,) =R, ALy K,

(R)) =Ry & f1R, K;]

Ry =L, 2 AR. K12 _fR,. K]
L) =R,y Ry =L,

d. Using the previous egualities and the relations in the mixers, we have

(Lo =L,y /TR,Y, K ] (Rgy =(R)=L;=Ry
(Lyr =R, &/1L,. K]

Loy =Ly 3 fTLo. Ki1 € S1Ly. K]

ML) =1y (Ro) =Ry

We have proved that (Ly) = Lgand (Rg) = Ry Since the final permutation and ini-
tial permutation are inverse ol each other, the plaintexi created al the destination is
the same as the plaintext started at the source.



28, I we create a table of input and output, we can answers the three gquestions,

In Out In Cut In Cut In Ot
14 (1 23 13 41 25 44 37
17 0z 19 14 57 26 40 EE
T1 [IES | 124 3 51 Ly 39 39
24 15} 45} It a7 I8 b 40
1] (15 26 7 7 20 EE! 4]
5 (118 153 I8 a3 Ll a3 471
3 a7 6 ] 30 31 46 43
i (11 orF 20 40 3L 4z 44
I3 Y Ly 21 a1 33 Rl 43
6 [} 20 v 43 a4 ah 40
Z1 I1 I3 i3 33 33 29 g7
[0 12 [ 24 45 ab . 45

a. The missing inputs are 09, 18, 22, 25, 35, 38, 43 and 54.

b. From above table, we can see that the lell 24 bits come [rom the lell 28 bils
(except bits 09, 18, 22, and 25, which are blocked).

c. From the above table, we can see the right 24 bits come [rom the right 28 bits

(except bits 35, 38, 43, and 54, which are blocked).

29. The [ollowing shows the result:

(1066 0099 DOEE 0088),,

3. The lollowing shows the result:

(0E55 AAFF OF55 AAFF) g

31. The lirst round key is

(1437 4013 3784),

32, The lollowing shows the ellect:

Originals Complements
Plaintext: D000 D000 0000 0000
Key: 0000 0000 0000 0000

Ciphertext: 0808  02AA  AAD2  ABAA

When we complement the plaintext and the key, the cipheriext is complemented.

33, Figure 56.33 shows the encryption using 3DES with two keys, in which X or Y are
the intermediate texts.



33. Figure S6.33 shows the encryption using 3DES with two Keys, in which X or Y are
the intermediate texts.

Figure $6.33 Solusion ro Fxercise 77
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Van Qorschot and Wiener have devised a meet-in-the-middle attack on the above
configuration. The attack is basically a known-plaintext attack. It follows the
steps shown below:

a. Eve intercepts # plaintext/ciphertext pairs and stores them in a table which is
sorted on values ol P as shown below:

Plainrexr Ciphertext
P, ¢
I')Il CII

Table 1: # P/C pairs

b. Eve now chooses a value lor X (see Figure 86.33) and uses the decryption algo-
rithm, and all 2°¢ possible K175 values (o create 276 different P values as shown

below:
Py=D(KI|.X) P,=D(KI».X) . P _=D(KI,X) where =2

c. Il a value of P created in step 4 matches one of the value of P in Table 1, Eve
uses the corresponding value for K1 (lfrom the listin step b) and the value of C
[rom Table 1 and calculates a value Tor second intermediate ext Y = D (K1, C).
Now Eve creates a second table, Table 2, which is sorted on the value of Y. Eve
has now ~possible candidate [or K1 keys.

Y Kl
Y, Kl
Y, K,
Y, K,

Table 2: »Y/K1 pairs



d. Eve now searches for K2. For each 2 7% possible values ol K2, Eve uses the
decryption algorithm and the value ol X chosen in step 4 Lo creale 27 different
values [or Y 's.

Il a value of Y ;created in this step matches one of the value in Table 2, Eve
have [ound a pair of keys: K1 is extracted [rom Table 2 and K2 is extracted
[rom the decryption algorithm that matches the value ol Y in Table 2.

35.

split (. s, inBlock|1 ___ |, lefiBlock|1 __. w|, rightBlock|1 __. ]}
{

i1

while (/< )

i
leftBlock[ /] «— inBlock[ /]
rightBlock[ ] «— inBlock[ s+ s
Fe— i+

H

reimrn

36.

combine . m. leliBlock|1 ... #], dghtBlock|1 ... #]. outBlock[1 ... m])
{

fe1

whille (/< o)

i
outBlock[ A « lefiBlock[ A
outBlock[ s+ s «— rightBlock[ 4
Fe— i+

1

retmrm



37.
exclusiveOri . [icsiBlock|1 . #]. secondBlock|1 __. g]. outBlock|1 ___ #])
{
i1
whille (/< »)
i
outBlock[ 4 « firstBlock [ & secondBlock[ 4
Fe— i+

38.

cipher(plainBlock|1 ... 64|, RoundKeys|1 ... 16][1 ... 48], cipherBlock|1 ... #64])

{
permute (64, 64, plainBlock, inBlock, Juizallermurarioniable)

split (64, 32. inBlock, rightBlock. leftBlock)
for(round=1to 16)

{
mixer (leftBlock. rightBlock. RoundKey[round])

swapper (leftBlock. rightBlock)

1
swapper (leftBlock. rightBlock)

combine (32, 64, leltBlock, rightBlock. outBlock)
permute (64, 64, outBlock. cipherBlock, FinalPermutationable)



39, We have added one extra parameter ED (encrypt/decrypt). 1T ED = E. we do
encryplion; il ED = D, we do decryption.

cipher (LD, plainBlock|1...64]. RoundKevs| 1. 16]]1...48], cipherBlock|1 ... m64])
i

permate (64, 64, plainBlock, inBlock, dwriadFermmmarionfaéie)

split (04, 32, inBlock, rightBlock, leftBlock)

for (round = 1 to 16)

i
if (ED =E)
mixer (lcftBlock, rightBlock, RoundKey[round]
if (ED =D)
mixer (leftBlock, rightBlock, RoundKey[ 16 — round]
if (round!= 16)
swapper (lcfiBlock, rightBlock)
H

combine (32, 64, leltBlock, rightBlock, outBlock)
permute (64, 64, oulBlock, cipherBlock. FinadPermutationfable)



